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What is a disaster?

Unplanned interruption of normal business

This can be a HUGE topic

We’re just covering the basics today

You’ve heard it all before

Planning is important

OK, so ...
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Results of a live poll of attendees of the talk during PUG Challenge 2016

Progress 4



Progress 5



Progress 6



Cessna 172 cockpit. What do you do if the engine quits right after 

takeoff? 

(Rotate 55 KIAS, climb 70-80 KIAS)

1) Aviate

2) Navigate

3) Communicate
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Specific steps for handling engine failure in different flight regimes. 
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Medical emergency (someone has to take the lead):

A. Assign someone to call 911/go for help

B. B. Send someone else for a first aid kit/supplies

C. C. Assess situation

D. D. Render aid 
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Think it through

Before the disaster

What do you really need for operations?

Low tech alternatives may be fine 
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Write it down

The only way to retain and communicate

What if you aren’t available?
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Prioritize

You can’t do everything

Avoid wasting time 
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The point at which you can carry on

Recovery Point Objective (RPO)

How long to get there?

Recovery Time Objective (RTO)
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Recovery Point Objective (RPO)

How long to get there?

Recovery Time Objective (RTO)

RPO and RTO defined by business

Not IT
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BCP vs DRP

DRP recovers data and infrastructure (short term)

BCP restores business process (long term)
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That’s all great, but how do we develop a plan?
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Gamification

RPG

LARP
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OK, not that type of RPG!
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This is a picture of a real Tabletop Exercise (simulation)
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Walkthrough your plan (OR see how hard it is to “make it up as you go” if 

you don’t have a plan)
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http://www.csoonline.com/article/2120836/disaster-recovery/pandemic-

preparedness-tabletop-exercises-three-sample-

scenarios.html?upd=1466709319099
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Let the audience make suggestions.

Tips:

1) Who does the receptionist call?

2) When does HR get involved?

3) Who answers media questions?

4) Should you call LE? Who calls? Who do you call?

5) Do you let employees back into to building?
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Best way to handle disasters: Avoid them!
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http://ithandbook.ffiec.gov/it-booklets/business-continuity-planning/risk-

management/business-continuity-plan-development.aspx
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As you move down the list, risk increases. Only execute a cutover test if 

mandated or if you’ve been through the other tests successfully!
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1. Protect people first!

2. Communicate- Ops/Mgmt/HR/PR/Utilities/Vendors/Agencies/LE-

Know contact info (and specific names)- What if phones/cell service is 

out?

3. Coordinate- Who's responsibility is this?- SLA, etc.- What needs to be 

recovered? (service/hardware/software)

4. 4. Make the call and follow the plan
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www.solomonconsulting.com
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