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Why should
you conduct

pen tests?

IP discovery and asset
inventory

Compliance

Security best practices

Red team/blue team

OpenEdge scope

Do you REALLY know what’s out
there?

PCI-DSS, NIST, HIPAA, FFIEC,
FINRA

Stakeholder assurance

Risk management - vulnerability
management life cycle

Keeping up with the attackers
(they use it)

Ongoing war games

Database
Application
Integration



When should

you pen test?

 Should be performed regularly
« Sometimes mandated
 Secures the functioning of a system

e Identifying new threats

« Adding a new network infrastructure

» Updating a system or deploying new software
» Relocating physical assets (IT or other)

e Premerger
 Supply chain participant change



e Internal
» External
» Physical/virtual servers and devices

Where (OI’ e Users
what assets)

« Applications

should you
test?

» Consider impact to production
environment

e How far can you go?




How Do You
Carry Out Pen

tests?

« Activities can easily get out of hand

 When (days/times) can/should test be run?
» Who (if anyone) should be notified?
 When must tests be completed?

e Occurs when client requests additional tasks
after SOW is signed

e Many may seem “doable”
 Takes resources away from core SOW tasks

e Must get authorization for any SOW
modifications
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Real World Pen Testing
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Stage 1 -

Planning

«Only way to stay out of trouble
» Make sure the issuer has the authority

« Pen tests can crash, corrupt, or slow
down services

e Establish communication and escalation
path

DB servers / AppServers / Web servers

e Interface layers / Supporting service
providers

« Clients
« Physical infrastructure / humans



Stage 2 -
Information

Gathering
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Mainly scanning and enumeration

nmap
whois - not just for

LOtS Of tOOlS unknown entities

netcat, nc, ncat, hping
Wireshark, aircrack-ng

Fingerprinting

Open Source Intelligence
Gathering (OSINT)



e OSINT resources

Google / DuckDuckGo (yeah, Bing, too)

CERT (Computer Emergency Response Team) -

https://www.us-cert.gov/

NIST (National Institute of Standards and
Technology) - https://csrc.nist.gov/

JPCERT (Japan’s CERT) -

https://www.jpcert.or.jp/english/vh/project.

html

CAPEC (Common Attack Pattern Enumeration
& Classification) - https://capec.mitre.org/

Full disclosure - Popular mailing list from the
folks who brought us nmap -
http://seclists.org/fulldisclosure/

CVE (Common Vulnerabilities and Exposures) -

https://cve.mitre.org/

CWE (Common Weakness Enumeration) -
https://cwe.mitre.org/

Stage 2 -
OSINT
resources



https://www.us-cert.gov/
https://csrc.nist.gov/
https://www.jpcert.or.jp/english/vh/project.html
https://capec.mitre.org/
http://seclists.org/fulldisclosure/
https://cve.mitre.org/
https://cwe.mitre.org/

nmap ping sweep: nmap -sP target

Stage 2 -
Information

Full scan (with fingerprinting):
e Nmap -A target

gather] ng « perl nikto.pl -h target
e OpenVAS / Nessus
examples

Port scan: nmap -p ports target

nmap -sS target




Stage 2 - Information
gathering demo



Stage 3 -
Discovering

Vulnerabilities




Stage 3 - Discovering
Vulnerabilities demo



Stage 4 - Reporting

Information Security Risk Rating Scale

¢ Extreme risk of security controls being compromised with
the possibility of catastrophic financial losses occurring as
aresult

H I h * High risk of security controls being compromised with the
g potential fer significant financial losses cccurring as a
10-12 result

E | eva -te d * Elevated risk of security controls being compromised with

the potential for material financial losses occurring asa
79 result

* Moderate risk of security controls being compromisad with
the possibility of limited financial losses occurring asa
result

LOW * Low risk of security controls being compromised with
measurable negative impactsasa result




Pen testing resources
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http://www.pentest-standard.org/
https://certification.comptia.org/certifications/pentest
https://www.offensive-security.com/information-security-certifications/oscp-offensive-security-certified-professional/
https://pen-testing.sans.org/
https://www.ehacking.net/

CompTIA PenTest+ = =

U SpimerPod i mn .
¢ SpimerPodium ).Get(ﬂmatdc
DI Treeny
R

- : '.'."“ne "biw,.
. : - - ,':'ff:”"'posmmh
Plan and scope penetration tests B — T
Find vulnerabilities and run exploits A ey
; L | '

Scan and enumerate targets
Conduct social engineering attacks

Use tools like Oracle VM, Kali Linux,
Metasploitable, and DVWA

Find it at Udemy.com today ”
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