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It depends on thoughtful assessment of your application and its 

vulnerabilities
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You do have AT LEAST one legacy application, right?
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Legacy security often relied on physical barriers.

Physical controls protected data.
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These are just the most common reasons that legacy applications have

security vulnerabilities.
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Developed in the early 70s, and still useful

Simple: easy to learn, sketch

Threats often follow data

Abstracts programs into:

Processes: your code

Data stores: files, databases, shared memory

Data flows: connect processes to other elements

External entities: everything but your code & data.  Includes people 

& cloud software

Trust boundaries now made explicit
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Fun to brainstorm

Mnemonics, trees or libraries of threats can all help structure thinking

Structure helps get you towards completeness and predictability 

STRIDE is a mnemonic

Spoofing, Tampering, Repudiation, Information Disclosure, Denial 

of Service, Elevation of Privilege

Easy, right?
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Quality assurance

Check that you covered all the threats & assumptions

Check that each is covered well
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Sometimes you just can’t mitigate enough vulnerabilities in legacy 

applications.
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Replace software when mitigation cost is too high and replacement 

software meets needs
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